C KaXIAbIM T'OA0OM MOJIOACKHN B MHTCPHCTC CTAHOBUTLCA 6OJII)IHC, a IIIKOJIBHHUKH

OJHHU M3 CaMbIX AKTHUBHBIX noap3oBareneii P YHCTA. MG)KI[y TEM, IIOMHMO OTI'POMHOIO

KOJIN4YCCTBA BOBMOX(HOCTCﬁ, HHTCPHCT HECCT U HpO6JICMBI. OTa maMsTKa JOJDKHA IIOMOYb
TeOe Oe301acHo HaXOINUTLCA B CCTH. KOMHLIOTepHBIG BHUPYChBI

KoMmnbloTepHblii BHPYC — 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX MPOTpamM,

OTIIUYUTETIFHOW OCOOCHHOCTBIO KOTOPOW SBJSIETCS CIIOCOOHOCTh K pa3MHOXKEHHio. B

AOINOJIHCHUEC K 3TOMY, BUPYCBHI MOT'YT IIOBPCANTH WUJIU ITOJTHOCTBIO YHUYTOXKHUTH BCC CI)&IZJ'IBI

N AaHHBIC, ITOAKOHTPOJIBHBIC II0JIB30BATCIIO, OT HMCHH KOTOPOIO ObLIa 3aIrymcHa

3apa>KéHHa>1 nporpamMma, a TakKXC IMOBPCAUTb HIINW AK€ YHHUUYTOXKWUTH OIICPAINOHHYIO

CUCTEMY CO BceMH (paitiiamu B 11€J10M. B O0IBIIMHCTBE CyyaeB paclpOCTPaAHSIOTCS BUPYCHI
Yyepe3 UHTEPHET.

MeToabl 3aIHUTHI 0T BPEIOHOCHBIX IPOrPAMM:.

Hcnonb3yii COBpEMEHHBIE OIEPALIMOHHBIE CUCTEMBI, UMEIOILNE CEPbE3HBIA YPOBEHb
3aIIMUTHI OT BPEJOHOCHBIX MPOTPAMM;

[TocTosiHHO ycTaHaBnuBai nadtu (UU(QpPOBBIE 3aIUIATKH, KOTOPbIE AaBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C LIENbIO JOPAOOTKHU MPOrpamMMbl) U Apyrue OOHOBIEHUSI CBOEH
ornepallMoHHOM cucteMbl. CkauuBall HX TOJNBKO ¢ OQUUIHUAIBHOIO caiTa
paszpabotunka OC. Ecnu cymecTByeT peXuM aBTOMAaTHYECKOIO OOHOBIICHMS,
BKJIKOYH €r0;

Paboraii Ha cBOEM KOMIIBIOTCPC MO IIpaBaMM IIOJIL30BATCIIA, a HC aIMUHUCTPATOPA.
OTO HE MO3BOJUT 6OJ'IBHII/IHCTBy BPCAOHOCHBIX ITPOTpaMM HWHCTAJJIMPOBATLCA Ha
TBOCM IICPCOHAJIIBHOM KOMIIBIOTCPC,

Hcnonp3yii aHTUBUPYCHBIE TPOTPAMMHBIE POAYKTHI H3BECTHBIX IPOU3BOAUTEIIEH, C
aBTOMAaTUYECKUM OOHOBIIEHHEM 0a3;

Orpanuyb (GU3UYECKUI TOCTYI K KOMITBIOTEPY JIJIsl TOCTOPOHHUX JIUIL;

Hcnonb3yil BHEIIHUE HOCUTENN MH(POPMALIMM, TaKhe Kak (ienika, AUCK WK (aiin
W3 UHTEPHETA, TOJIBKO U3 POBEPEHHBIX UCTOYHUKOB;

He oTkpwiBaii KoMIbIOTEpHBIC (aiiyibl, MTOTYYCHHBIE U3 HEHAIEKHBIX HCTOUYHUKOB.
Jlaxxe Te aiipl, KOTOpPhIE TPHCIAT TBOW 3HAKOMBINA. Jlydille yTOYHM y HEro,
OTTIPABJISII JIM OH TeOE UX.

Cerun WI-FI

Wi-Fi - 370 He BHJ Mepeadn TaHHBIX, HE TEXHOJIOTHSI, @ BCETO JIUIIb OPEeH I, MapKa.
B 1991 rony HunepnaHjickas kommaHus 3apeructpupoBana opena « WECA», dro



o0o3Hayanio cinoBocouetanue «Wireless Fidelity», xoTopeiii mepeBoguTCS Kak
«OecnpoBOIHAsE TOUHOCTHY.

Jlo Haiero BpeMeHH Joluia apyras abOpeBuatypa, KOTopasi SBISETCS TaKOU ke
TexHoJorue. 1o abbpeBmarypa «Wi-Fi». Takoe Ha3zBanwe OBUIO JaHO ¢ HAMEKOM Ha
CTaHAApT BHICIIMKA 3BYKOBOW TexHukm Hi-Fi, yTo B mepeBome o3HA4YaeT «BBICOKAs
TOYHOCTBY.

Jla, OecrutaTHBIA HMHTEPHET-IOCTYI B Kade, OTeIsIX M a’dporopTax SBISETCS
OTJIMYHOW BO3MOXHOCTHIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIEpPThI CUYHMTAIOT, YTO
obmenoctynubie Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTbl IO 0€30IACHOCTH padoTe B 001e0cTYNHbBIX ceTsax Wi-fi:

1. He nmepenasaii cBoro JuuHyr0 HHGpoOpmaluio yepe3 obmenoctynusie Wi-Fi ceTu.
PaboTtass B HuX, KelaTelIbHO HE BBOAHWTH MApOJM JOCTYIA, JIOTUHBI U KaKUe-TO
HOMEPA;

2. Ucnonw3yit 1 0OHOBIIAN aHTUBUPYCHBIE TPOrpaMMbl U OpaHaMayep. Tem caMbIM ThI
oOe3oracuillb ce0si OT 3aKaYyKu BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun dynkuuo «OO0mui noctyn kK (Qaitnam u
npunrepam». JlaHHas (QyHKUMA 3aKphiTa O YMOJYAHUIO, OJHAKO HEKOTOPbIE
MOJIb30BATENH AKTUBUPYIOT €€ JIJIsl y1I00CTBa MCIOJIb30BaHUs B paboTe min yueoe;

4. He ucnonp3yi myonuunbii WI-FI nns nmepenaum JTMYHBIX JTaHHBIX, HAIPUMEp IS
BBIX0/1a B COLIMAJIbHBIE CETH WM B MJIEKTPOHHYIO IIOYTY;

5. Unonp3yit Toapko 3amuiieHHoe coeauHenue yepe3 HTTPS, a ne HTTP, T.e. ipu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B wmoOwibHOM Tenedone orkmoun  ¢GyHknutoo «lloakmoueHne k- Wi-Fi
aBTOMaThueckn». He momyckail aBTOMaTMYECKOIrO MOJAKIIOUEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

ConunajbHbIe CeTH

CoumanipbHbIe CETH aKTUBHO BXOJSAT B HAIly XHU3Hb, MHOTHE JIIOJIU pabOTalOT U
KUBYT TaM TIOCTOSHHO, a B Facebook yke 3apeructpupoBaH MWUIMAPA YEJIOBEK, YTO
SIBJISICTCSI OJTHOM CEJIbMOM BCEX JKUTEJICH IUIaHeThbl. MHOrMe 1moJib30BaTe/IM HE MMOHUMAIOT,
yTo WH(MOpMalMs, pa3MEICeHHass UMU B COIIMAJIBHBIX CETSAX, MOXXET ObITh HaileHa W
WCITIOJIb30BaHA K€M YTOJTHO, B TOM YHCJIe HE 00s13aTEIBHO ¢ OJIariMy HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIHAJILHBIX CeTAX:




1. Orpanuup crnucok Apy3ed. Y TeOs B Apy3bsIX HE JOKHO OBITh CIydyaWHBIX U
HE3HAKOMBIX JIFO/ICH;

2. 3ammimaid CBOIO YacTHYIO ku3Hb. He ykaspiBail mapomu, TenedoHbl, aapeca, AaTy
TBOETO POXACHUS M JPYrylo JUYHYI0 HHGOpPMALUIO. 3JI0YMBIIUIEHHUKH MOTYT
WCITOJIB30BaTh JaKe MH(POPMAIUIO O TOM, KaK Thl U TBOU POJUTENH IUIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3ammuiiaii CBOIO penmyTaluio - IEP>KU €€ B UUCTOTE U 3a/1aBaii cebe BOMpoC: XoTes Obl
ThI, YTOOBI JPYTHE MOJIH30BATEIN BHUICTH, YTO ThI 3arpyxaemisb? [lomymaii, mpexme
4YeM 4TO-TO OMyOJIMKOBATh, HAMIUCATh U 3aTrPYy3UTh;

4. Ecnu Tbl TOBOPHIIIb C JIIOJABMH, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE peabHOe
UMS U JIPYTYIO JUYHYI0 UHGOPMAIMKU: UM, MECTO KHUTEJIbCTBA, MECTO Yy4eObl U
npoyee;

5. UsbGeraii pazmemienus pororpaduii B IHTepHeTe, re Thl N300pakeH Ha MECTHOCTH,
10 KOTOPOH MOKHO OTPEAETUTH TBOE MECTOIOJIOKECHHUE;

6. Ilpu peructpaiuu B COIMAIBHOMN CETH HEOOXOIMMO HCTIOIH30BATh CIIOXKHBIE TTAPOIIH,
cocrosiye u3 OykKB ¥ (P U ¢ KOJIMUECTBOM 3HAKOB HE MEHEE §;

1. I[JIH COHI/IaJIBHOﬁ CCTHU, IIOYTHI U APYIUX CalTOB HGO6XOI[I/IMO HCIIOJIB30BATh PAa3HbIC
IIapoJIn. Torz[a eclIi TeOs B3JIOMArOT, TO 3JIOYMBIINIJICHHUKH I10JIYy4YaT JOCTYII TOJIBKO
K OJHOMY MCCTY, 4 HC BO BCC Cpa3y.

DJIeKTPOHHbIE IEHbI'H

DJIeKTPOHHBbIE JAeHbIM — 3TO OYCHb YJOOHBIM CHoco0 IuIaTeXel, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTST MOTYUYUTh ATH JICHBIH.

QHGKTPOHHI)IG ACHBI'M IIOABUJIIMCH COBCEM HCIABHO M HMCHHO H3-3a 3TOI'O BO
MHOTHUX IrocyaapCTBax A0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, e MX
pa3AeISIIOT Ha HECKOJIBKO BUIOB - AHOHMMHBIE M HE aHOHUMHBbIE. PazHuma B TOM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NPOBOAUTh ONepaluu 0e3 uaeHTU(hUKAUU
M0JIb30BATENS], @ B HEAHOHUMHBIX UJIEHTU(UKAIIUY TI0JIb30BaTeNs ABJISIETCS 0053aTeIbHOM.

Taxxxe crnenyer  pa3iauyarh  JJIEKTPOHHbIE  (UATHBIE  JEHbrM  (paBHBI
rOCyapCTBEHHBIM BaJllOTaM) M DJEKTPOHHbIE He(uaTHble JEHbI'M (HE paBHbI
roCyJapCTBEHHBIM BAJIFOTAM).

OcHOBHBIE COBETHI MO0 0€30MACHOH PadoTe ¢ DJIEKTPOHHBIMH JeHLIAMM:




1. IlpuBspku K cueTy MOOWIIBHBIN TeneoH. DTO caMblil yAOOHBIA U OBICTPBIN CIIOCOO
BOCCTAHOBUTH JOCTYN K cuery. [IpuBsizanHbIi TesneoH MOMOXKET, ecnu 3a0yaelb
CBOM IUIATEXKHBIW MMAPOJIb WIIM 3alIEIIb HA CAUT C HE3HAKOMOI'O YCTPOWCTBA;

2. Ucnmonw3yit ogHopaszoBsie mapoau. [locie mepexona Ha yCHICHHYIO aBTOPH3AIUIO
Tebe yxke He OyZeT yrpokaTh OACHOCTh KPaXKu UJTW MepexBaTa MIaTexXHOTO MapoJis;

3. BriGepu cnoxublii mapons. [IpectynHukam OyJeT HE HPOCTO yrajlaTh CIOMXKHBIM
napodib. HanexxHble maposim — 3To napoJiu, KOTOpbIE COJIEPKaT HE MEHEE 8 3HaKOB U
BKJIIOYAIOT B CEOsI CTPOYHBIE U MPOMUCHBIE OYKBBI, IIU(PHI U HECKOJIBKO CUMBOJIOB,

Takhe Kak 3HaK JoJutapa, (yHTa, BOCKIMIATENbHBIM 3Hak W T.I. Hampumep,
StRONg!;;

4. He BBOJAM CBOM JIMUHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSICIIIb.
JJIeKTPOHHAA MOYTA

DJIEKTpOHHAsI TOYTa — O3TO TEXHOJOTHS U TPEIOCTABISIEMbIE €0 YCIYTH IO
MEePEChUIKE M TOJYYCHHUIO JJICKTPOHHBIX COOOINEHHI, KOTOpBIC paclpeiestoTcs B
KOMIBIOTEpPHOU ceTh. OOBIYHO SJEKTPOHHBIA MOYTOBBIM SIIIUK BBIMISAUT CJIECAYIOIMINM
00pa3oM: UM TMOJIb30BaTEIA(@UMS_JIoMeHa. Takke KpoMe Mepeladyd MPOCTOTO TEKCTa,
HMMEETCS BO3MOXKHOCTD IepeiaBaTh (pailibl.

(OCHOBHBIE COBETHI IO 0€30MACHON PA00TE C VJISKTPOHHONW MOYTOM:

1. Hano BbIOpaTh paBUIIbHBIN IOYTOBBIN CEPBUC. B HHTEpHETE €CTh OIPOMHBIN BHIOOP
OecCIIaTHBIX MTOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ille JOBEPATh TEM, KOTO 3HACIIIb, U KTO
IIEPBBIN B PEUTHHTE;

2. He yka3bIBaii B TUYHOHN mMo4YTe JIUYHYIO nHpopManuio. Hanpumep, mydie BIOpaTh
«MY3bIKIbHBIN _(haHaT@» uinn «pok2013» BMecTo «remal3y;

3. Hcnonb3yi AByXATaHYIO aBTOPU3ALUIO. DTO KOT1a TOMHMO [apoJisl Hy>KHO BBOAUTH
KOJI, IPUCBhUIaeMBbIN 0 SMS;

4. BpiOepu cioxxHbIi napoib. g KaXa0ro moyToBOrO SIIMKA JOJDKEH OBITh CBOM
HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY 1apOJIb;

5. Ecin ecth BO3MOXKHOCTh HAMCaTh CAMOMY CBOM JIMYHBIN BOIPOC, UCIOIB3YH ATy
BO3MOYKHOCTB;

6. Mcnonb3yii HECKOJIBKO MOYTOBBIX SIIMKOB. IlepBbI Ui 4acTHOM NEPENUCKU C
ajapecaraMH, KOTOPBIM Thl JOBEpsElIb. JTO JJIEKTPOHHBIA aJpec HE Halo
UCIOJI30BaTh NIPU PErUCTpaliui Ha (popyMax u cailTax;



7. He oTkpbiBaii (haiiibl U Apyrue BIOKEHUS B MHCbMaxX Ja)Ke €CIM OHU MPHIILIN OT
TBOMX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3TH (paiissbl;

8. Ilocme okoHwyanust pabOTHl Ha MOYTOBOM CEpPBHCE MEpe] 3aKPHITUEM BKJIAJIKH C
caiToM He 3a0y/Ib HaKaTh Ha «BBIATHY.

KuobepOyajmHr uin BUPTyaJbHOE U3/1€BATEIbCTBO

KubepOymauHr — mpecieoBaHne COOOIIEHUSIMHU, COAECPKAIIUMUA OCKOpPOJICHUS,
arpeccuro, 3alyrMBaHHE; XYJIWTaHCTBO; COLMUAIBHOE OOMKOTUPOBAHHE C IMOMOIIBIO
Pa3IMYHBIX HUHTEPHETCEPBHUCOB.

OcHOBHBIE COBETHI 110 00pPbi€e ¢ KHOepPOYJIJIMHIOM:

1. He Gpocaiics B 60ii. JIydmuii crioco0: MOCOBETOBATLCS KaK ce0sl BECTH U, €CITH HET
TOTO, K KOMYy MOHO OOpaTUThCS, TO BHA4alle YCIOKOUThCA. Eciam Thl HauHelb
OTBEYaTh OCKOPOJEHUSIMH Ha OCKOpOJIEHUS, TO TOJBKO €lle OOJbIIE pa30xkiKelllb
KOH(JIUKT;

2. Yupapisai cBoel KubeppenyTaiuei;

3. AHOHMMHOCTH B CETH MHHUMas. CYHICCTBYI-OT CITOCOOBI BBIICHUTH, KTO CTOMT 3a
AHOHHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKUH 00pa3 BUPTyalbHOU KU3HU. IHTEpHET QUKCUpYET BCe
TBOU JACHCTBUS U COXpAHSET UX. Y JAIUTh UX OyJeT KpallHe 3aTpyIHHUTEIIbHO;

5. CoOmronaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii emmHmuHbIi HeraTuB. OIHOPA30BBIE OCKOPOWTEIBHBIE COOOIICHUS
JydIiie UITHOpUpoBaTh. OOBIYHO arpeccus MpeKpamacTcs Ha HadaabHOW CTaIuu;

7. ban arpeccopa. B mporpaMmmax oOMEHa MIHOBEHHBIMH COOOIICHHSIMHU, B
COITMATILHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIIPABKHM COOOIICHUN C
OMPEICICHHBIX aJPECOB;

8. Ecim T1BI cBuaeTens kubepOyiunHra. TBouW JEUCTBUSA: BBICTYNHTH IPOTHB
mpecieaoBaTess, TOKa3aTh €My, UYTO €ro JSHCTBHS OIICHUBAIOTCS HETaTUBHO,
MoIePKaTh KEPTBY, KOTOPOM HYXKHA IICHXOJIOTHYECKass ITOMOIIb, COOOIINTH
B3POCIIBIM O (haKTe arpeCCHBHOTO MOBEICHUS B ceTH. MOOMIbHBIN TenedoH

CoBpeMenHbie cMapThoHbI U IJIAHIIETHI COACPXKaT B ceOe BIIOJHE B3POCIBIM
GbyHKIIMOHAM, ¥ TeNeph OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOMIIBIOTEPAMHU.
OpmHako, CpeaCTB 3alIUThI 711 TTOJOOHBIX YCTPONCTB MOKA OYEHb Majo. TecTUpOBaHHUE U
MIOMCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak js 11K, To ke camoe
KacaeTcsi © MOOMIHbHBIX TPUIIOKECHHM.



CoBpemeHHbIE MOOMIIbHBIE Opay3epbl YK€ MPAKTUYECKH IOTHAIM HACTOJbHBIC
aHaJIOTH, OJJHAKO pacLIMpeHue (YHKIMOHAala BJIEYET 3a COOON OOJBIIYIO CIOXKHOCTh U
MEHBIIYIO0 3alIUIIEHHOCTh. JlajJeko He BCE MPOM3BOJAUTENN BBITYCKAIOT OOHOBIIEHUS,
3aKPBIBAIOIIME KPUTUYECKHUE YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JJI 0€30IACHOCTH MOOMILHOIO0 TeJdedoHa:

1. Huuero He siBisieTCs MO-HACTOsILEMY OecriaTHBIM. ByJb OCTOpOXeH, BeAb KOrnaa
Tebe mpeasararoT OecIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
IIJJATHBIE YCIIYIH;

2. Jlymaii, npexzae uyeM otnpaBuTb SMS, ¢poto unu Buseo. Thl TOUHO 3HaElIb, II€ OHU
OyayT B KOHEYHOM UTOre?

3. Heo6xoaumMo 0OHOBIIATH ONEPAMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
4. Vicnonp3yil aHTUBHPYCHBIE IPOrPaMMBI 111 MOOMIIBHBIX TeNe()OHOB;

5. He 3arpy»xaii npujioKeHHs OT HEU3BECTHOI'O UCTOYHHUKA, BEJIb OHU MOTYT COJIEpPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00€CIICUECHHUE;

6. I[Tocie Toro kak ThI BBIMICIIL C CaliTa, I/i€ BBOJIWI JIMUYHYIO HH(GOPMAIIUIO, 3aiI1 B
HacTpoiiku Opay3epa u yaaiu cookies;

1. HepI/IOI[I/ILICCKH HpOBepHﬁ KaKHC INIATHBIC YCIIYI'H aKTUBHUPOBAHBI HA TBOECM HOMCPC,

8. [aBaii cBoif HOMEp MOOMJILHOTO TelieOHA TOJBKO JIIO/ISIM, KOTOPBIX Thl 3HACHIb U
KoMy goBepsieiib; 9. Bluetooth momxkeH OBITH BBIKIIOUEH, KOTJa Thl UM HE
noJsib3yenbes. He 3a0b1Bail HHOT A IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHBIE OHIAMH-UTPBI — ATO KPACOYHBIE, 3aXBATHIBAIOLIME Pa3BICUYCHUS,
00BEIUHSIONINE COTHU THICSY YEJIOBEK MO BceMy MuUpy. Urpoku mcciaeayroT JTaHHbIA UM
MHUp, OOINAIOTCS JPYr C JIPYroM, BBIMOJHSIOT 3aJaHUs, CPa)KalTCs C MOHCTpaMH U
MOJIy4YaloT ONBIT. 32 YAOBOJIBCTBUE OHU IUIATAT. MOKYIAIOT JUCK, OTNIAYMBAIOT AOOHEMEHT
WM PUOOPETAIOT KAaKUEe-TO OILIHUH.

Bce atm cpencrBa MayT Ha NMOANEpPKAHWE W PA3BUTHE UIPHI, 4 TAKXKE HA CaMy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3AIMH, BBIMTYCKAIOTCS HOBBIE MAaTYU
(undpoBbIe 3aMIaTKU AJIs IPOrpaMM ), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[06HBIX Urpax CTOHUT OIIaCaTbCiad HE CTOJIBKO CBOHMX COIICPHHKOB, CKOJIBKO
KpaxXu TBOCT'O IIapOJIiA, Ha KOTOPOM OCHOBAaHA CUCTCMaA aBTOPHU3aAIIUHU OOJILIITMHCTBA Hrp.

OcHOBHBIE COBETHI 110 0€30MACHOCTH TBOEIr0 HIPOBOI0 AKKAYHTA:




1. Ecnu npyroii urpok BeAeT ceOs MI0X0 WK CO3/4aeT Te0e HEMPUSITHOCTH, 3a0JIOKUPYH
€ro B CIHCKE UTPOKOB;

2. Tloxanylicas agMUHUCTpAaTOpaM WUIPhl Ha IIJIOXO€ TMOBEACHHE STOTO0 WIPOKa,
JKEJNaTeNIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

He ykaspiBail muunyto uHpopMaIuio B mpodaiise urpsl;
VYBaxail APyrux y4aCTHUKOB IO UTPE;
He ycranaBnuBail HeopuIuanbHbIe TAaTYU U MOJIBI;

Hcnonb3yil ciiokHbIe U pa3HbIe MapoII;

N o o bk~ o

Jlaxke BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka Thl urpaemns, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

OumuHr 1M KpaKa JIMYHbIX JaHHBIX

OObIuyHOM Kpaxceﬁ ACHCT U JOKYMCHTOB CCTOAHA YK€ HHMKOI'O HC YIHWBHIIIb, HO C
Pa3BUTHCM I/IHTepHCTTGXHOJIOFI/Iﬁ 3JIOYMBIIVICHHUKHU IICPCMCCTUIINCh B HHTCPHCT, U
NpOAO0JIZKAIOT 3aHUMATbCA «ITIOOMMBIM)» ACJIOM.

Tak mosiBMIIacCh HOBasi yrpo3a: MHTEPHET-MOIIEHHUYESCTBA WU (DUINMHT, TJIaBHAS
1[eJIb KOTOPOTO COCTOUT B TOJYYCHUH KOH(MUIEHIMATBHBIX JAHHBIX IMMOJIb30BaTEICH —
JoruHOB U napoieit. Ha anrnuiickom s3bike phishing untaercs kak ¢pummnr (ot fishing —
pbIOHAs JOBIIs, password — maposib).

OcHOBHBIE COBETHI O 00pKL0e ¢ GUIIMHTOM

1. Cnenu 3a cBouM akkayHTOM. Ecinu Thl momo3peBaeiib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAUMO 3a0JOKMpPOBAaTH €€ U COOOIIUTH AIMUHUCTPATOpPaM
pecypca 00 3TOM KakK MOKHO CKOpEe;

2. Wcnonp3yii Oe3omacHbele BeO-CaliThl, B TOM 4YHCIE, HWHTEPHET-MAarasuHOB U
IIOUCKOBEIX CHCTEM;

3. Hcnonb3y#t cnokHble U pa3Hble mapoiu. Takum oO6pa3oM, ecinu Te0si B3JIOMAIOT, TO
37I0YMBIIUICHHUKH MOJTyYaT TOCTYI TOJIBKO K OTHOMY TBOEMY MPOQHIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B3noMaliu, TO HEOOXOAMMO MpPEenynpeuTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE J00aBJIEHbI Yy T€0s B APY3bsiX, O TOM, UTO T€OS B3JIOMAJIM U, BO3MOXKHO, OT
TBOETO UMEHH OYyJIeT pacChUIaThCS CaM U CChUIKU Ha (PUIIIMHIOBBIE CANTHI;

5. YcranoBu HanexHbil naposib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTxiIIOUM COXpaHEHHE Mapoiis B Opaysepe;



7. He otkpbiBaii (aiiiabl U Apyrue BIOKEHUS B MUCbMAaX Ja)K€ €CIIM OHU MPHUILIU OT
TBOUX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISUIA JIM OHU TeOe 3TH (Daiibl.

Hu¢posas penyranus

[udposas pemnyTaiusi — 3TO HETaTUBHAS WM MO3UTUBHAs MH(GOPMAIUS B CETH O
tebe. Komnpomerupyromias nHbopmaius, pasMelieHHas B MHTEPHETE MOXKET CEPbEe3HBIM
o0pa3oM oTpa3uThbcsi Ha TBoeW peasibHOM >ku3HU. «lludpoBas pemyramus» - 3TO TBOM
UMUK, KOTOPBINA (hopMupyercs u3 uHpopMaluu o Tebe B UHTEpHETE.

TBoe MecTo XKHUTENnhCTBA, y4eObl, TBO€ (PMHAHCOBOE IOJOKEHHE, OCOOCHHOCTH
XapakKTepa U Pacckas3bl 0 OJU3KUX - BCE 3TO HAKAIUINBAETCS B CETH.

MHorre TOAPOCTKH JIETKOMBICJICHHO OTHOCATCA K TyOJIWKamuye JTUYHOU
uHdopmaruu B MlHTEepHETE, HE TOHMMAas BO3MOXKHBIX MOCTIEACTBUHN. ThI Take HE CMOXKEIITh
JI0TaAaThCsa O TOM, 4TO (poTorpadusi, pa3MelIeHHas 5 JeT Ha3a/d, cTajla MPUINHON OTKa3a
MPUHATH T€OsI HA paboTYy.

KomMmenTapuu, pa3Menienue TBoux (ortorpaduili u Apyrue OEHCTBUS MOTYT He
VCYE3HYTh JAKE IOCIIE TOTO, KAK Thl MX YyJNAJIWIIb. [Bl HE 3HACHIb, KTO COXPAHWJ ITYy
MH(pOpPMAIIO, MONANA JIM OHA B IIOUCKOBBIE CUCTEMBI M COXPAHWIACh JIM OHA, a TJIABHOE:
YTO MOAYMAalOT O TeO€ OKpY)KAIoIIee JIOAH, KOTOpble HaWAyT W yBUAAT 3To. Haiitu
MH(POPMAIIMIO MHOTO JIET CITYCTSI CMOXET JI000H - Kak U3 A0OpPbIX MOOYXKJIEHUH, Tak U C
HaMEpEeHUEM PUYUHUTH BPEI. ITO MOKET OBITh KTO YTOAHO.

OcHOBHBIE COBETHI MO 3amuTe NnbpoBoi penyranum:

1. [Togymaii, mpex e ueM 4yTo-To MyOJIMKOBATh U NepeaaBaTh y ce0s B O6Jore uim B
COIIMAJIbHOM CETH;

2. B nHacTtpoiikax npoduiisi yCTaHOBH OTpaHUYEHHs Ha IPOCMOTP TBOETO MPOpuIs
Y €r0 COAEPKUMOr0, CAETIAN €r0 TOIBKO «IJIS IPY3€n»;

3. He pasmemaii u He yka3piBail WHGOPMAIMIO, KOTOpas MOXET KOTO-IH00
OCKOPOJISITH UM OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IKOJIbHUKN — aKTUBHBIE IMOJIb30BATEIN LHU(POBOrO MPOCTPAHCTBA.
OmHaKko JaneKo He BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTMMH BO3MOXKHOCTAMHU HHU(PPOBOTO
Mupa TpeOyeT coOII0ICHUS MPaB Ha MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTD.

TepMuH «MHTEIUIEKTYaIbHAsl COOCTBEHHOCTE)» OTHOCHUTCS K PA3IMYHBIM TBOPCHUSIM
YEJIOBEUECKOT0 yMa, HAauWHas C HOBBIX H300pPETEHUH W 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha TMPOMYKTHI W YCIyTd, W 3aKaH4YWBas KHUTamH, (oTtorpadusmu,
KHHO(HIIBMaMH M MY3bIKQJbHBIMHU TPOU3BEACHUAMU. ABTOPCKHE IMMpaBa - 3TO IpaBa Ha



UHTEIJICKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BENCHUS HAYKH, JUTEPATyphl U UCKYCCTBA.
ABTOpCKHE npasa BBICTYTIAIOT B KauecTBe rapaHTHH TOTO, 4TO
WHTEJUICKTYaJbHBII/TBOPUECKUT  TpyA aBTOopa He OyAeT HampacHbIM, JacT €My
CIpaBe/UIMBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yJibTaTax CBOEro TPyJa, MOIYyYUTh
U3BECTHOCTh U TpU3HaHue. HUKTO 0€3 paspelieHnst aBTopa He MOKET BOCIIPOU3BOJIUTD €r0
IPOU3BEICHUE, pacupoCTpaHsTh, nyOJUYHO  JIEMOHCTPUPOBATH, MPOJIaBaTh,
UMITOPTHPOBATh, IMyCKaTh B IPOKAT, MyOJWYHO HCIOJHSATH, MOKA3bIBATH/UCTIOIHATH B
a¢upe win pazmeniats B UuTepHere.

Hcnonb3oBaHre «IIUPATCKOT0» MPOTPAMMHOIO 00ECTIEUEeHUS] MOMXKET MPUBECTH K
MHOTHM pPHCKaM: OT TIOTEpH JaHHBIX K TBOWM aKKayHTaM 10 OJIOKMPOBKH TBOETO
YCTPOKMCTBA, TJI¢ yCTAHOBJICHHBIN HE JIeTaibHas mporpamma. He cTout Taxke 3a0bIBaTh, YTO
CYILIECTBYET JIeTajJbHbIC U OECIJIaTHBIE MPOTPAMMBbI, KOTOPBIE MOKHO HAWTH B CETH.

O nopraJe

CeteBUuoK.p) — TBOM TJIaBHBIM COBETYMK B CETHU. 37€Ch Thl MOXKEIb Y3HaThb O
0€30MaCHOCTU B CETH TMOHSITHBIM M JIOCTYIHBIM $I3BIKOM, a TPHU BO3HUKHOBEHUU
KPUTHUYECKON CUTyaIlUu OOPAaTUTHCS 32 COBETOM. A TakKe MPHUHATH y4acTHe B KOHKypcax
U CTaTh CaMbIM IIU(POBBIM IPAKTaHUHOM!



